Microsoft Sentinel



What is it?

Microsoft Sentinel incidents are containers of threats in your organization — alerts, entities and any additional related evidence. An

incident is created based on alerts that you have defined in the security analytics page. The properties related to the alerts, such as

severity and status are set at the incident level.

How does it work?

Incidents are automatically created as a result of alerts triggered based on detections defined in 'Security analytics’. The incidents

page provide a full view of all the context required for triage, investigation and response. For each incident, you can see the time it

was generated and its status.

These are the types of activities you can perform with incidents

View related alerts

View all related alerts that are
aggregated into an incident based
on the alert trigger definition of the
alert fusion strategy enabled. Review
all details related to the alert in a

unified location.

Incident management

Sh

Manage the lifecycle of the incident
— assign to yourself for further
investigation, change the status of
the incident and update its severity

after triage.

s

Triage and investigate

Review all related entities in the
incident and additional contextual
information meaningful to the triage
process. Investigate the alerts and
related entities to understand the

scope of breach.

Respond to alerts in the
incidents

Trigger playbooks on the alerts
grouped in the incident to resolve
the threat detected by the alert
using playbooks.




Microsoft Sentinel provides the ability to collect, detect, investigate
and respond to threats, incidents and risks that can occur against a
organization.

Microsoft Sentinel provides a cloud based Security, Information,
Events Management solution (SIEM). It gives us the collect and
analyze logs from a variety of sources — on-premise, in the clould
..anywhere we can imagine.

Life cycle — Collect, Investigate, Detect, Respond.

Collect from cloud infrastructure, collect from on premise, collect
across different cloud infrastructors with the use of artificial
intelllience and machine learning.



Azure services
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ﬁ Microsoft Learn
Learn Azure with free online

training from Microsoft

Access Microsoft Sentinel from Azure Services
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cloud spend for free



H‘ Show portal menu ‘

Microsoft Sentinel »

Default Directory

-+ Create @3 Manage view v/ O Refresh < Exportto CSV c%cf Open query 9 View incidents ,Q'? Feedback
| Filter for any field... ‘ Subscription == all Resource group == all X Location == all X +? Add filter
Showing 0 to 0 of 0 records. No grouping v ‘ | == List view
Name T Resource group T Location T Subseription T, Directory T

No Microsoft Sentinel to display

See and stop threats before they cause harm, with SIEM reinvented for a modern world. Microsoft Sentinel is your
birds-eye view across the enterprise.

Create Microsoft Sentinel

Learn more

Select Create Microsoft Sentine;



Home > Microsoft Sentinel >

Add Microsoft Sentinel to a workspace

-+ Create a new workspace O Refresh

a Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for mare details.

‘ Filter by name...

Microsoft Sentinel provides intelligent security analytics
across your enterprise. The data for this analysis is stored -w
—

in an Azure Monitor Log Analytics workspace.
No workspages found

Microsoft Sentinel needs a workspace to store all the data it collects, so if you don’t
already have a Workspace you need to click on Create a new workspace



{ome > Microsoft Sentinel > Add Microsoft Sentinel to a workspace >

Create Log Analytics workspace

Basics Tags  Review + Create

ﬁ A Log Analytics workspace is the basic management unit of Azure Monitar Logs. There are specific considerations
you should take when creating a new Log Analytics workspace. Learn more

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data
is collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * @ ‘ MSDN Platforms v ‘

Resource group * (D ‘ \ ~ ‘

Create new

A resource group is a container that holds related

Instance details resources for an Azure solution.
Name * (O
Name * /
rgsentine|| ~

. e e
Review + Create « Previous SR

While creating the workspace
You need to create a
Resource group.

What is Resource Group in Azure portal?
Resource groups are also called the
central unit that acts like a logical
container that holds all the Azure
resources. You need a Resource

Group to be created while creating

any of the resources in Azure Portal.



Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace >

Create Log Analytics workspace

asies 1Ly > ICVITYY T Lreale

ﬂ A Log Analytics warkspace is the basic management unit of Azure Monitar Logs. There are specific considerations
you should take when creating a new Log Analytics workspace. Learn mare

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other envircnments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data
is collected and stored.

Project details You also have to supply the

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize an .
manage all your resources. TnStance name and region

Subscription * (@ | MSDN Platforms v |

Resource group * | (New) rgsentinel s |

Create new

Instance details /

Name * (D 5entine|w5| y e

Region * (@ | West US / ~

Review + Create « Previous Next : Tags >




Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace >

Create Log Analytics workspace

o Validation passed

Basics lags Review + Create

) Log Analytics workspace
BE by Microsoft

Basics

Subscription MSDN Platfarms

Resource group rgsentinel

Name sentinelws

Region West US

Pricing

Pricing tier Pay-as-you-go (Per GB 2018)

The cost of your workspace depends on the volume of data ingested and how long it is retained. Regional pricing details
are available on the Azure Monitor pricing page. You can change to a different pricing tier after the workspace is created.
Learn more about Log Analytics pricing models.

Tags Click on Create to create the workspace

(none)

/

‘ « Previous Download a template for automation




Home > Microsoft Sentinel »

Add Microsoft Sentinel to a workspace

—+ Create a new workspace (D Refresh

6 Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details.

‘ Filter by name...

Workspace T Location T ResourceGroup T Subscription T, Directory T

=;ﬁ sentinelws westus rgsentinel MSDN Platforms Default Directory

Click on Add to add Microsoft Sentinel to a workspace

/



@ Successfully added Microsoft Sentinel

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel Successfully added Microsoft Sentinel to workspace "sentinelws’, it might take a
few minutes for your workspace to appear in Microsoft Sentinel workspaces list

Microsoft Sentinel | News & guides

Selected workspace: ‘sentinelws’

‘/O Search (Ctrl+/) ‘ « /' Documentation

General ~ What'snew  Getstarted  Free trial
© Overview

:? Logs

& News & guides

Threat management

Microsoft Sentinel

& Incidents
@ Workbooks A cloud-native SIEM to help you focus on what matters most

Huntin . .
@ 9 Collect and analyze data from any source, cloud or on-premises, in any format, at cloud scale.
& Notebooks With Al on your side, find, investigate, and respond to real threats in minutes, with built-in

knowledge and intelligence from decades of Microsoft security experience.

«" Entity behavior

& Threat intelligence

Under configuration select data connectors

Content management

£ Content hub (Preview) === 1. Collect data L 2. Create security alerts {ig'-‘é 3. Automate & orchestrate
(L (+] : R
@ Repositories (Preview) Collect data at cloud scale across Focus on what's important using Use or customize built-in
the enterprise, both on-premises . playbooks to automate common
4B Community , , analytics to create alerts
and in multiple clouds tasks

Configuration /
e e
552 Data connectors - Connect - Create
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=== Microsoft Sentinel | Data connectors

.ns Selected workspace: 'sentinelws’

|/O Search (Ctrl+/)

General
@ Overview
D Logs

db News & guides

Threat management
i Incidents

A Workbooks

& Hunting

& Notebooks

«" Entity behavior

&) Threat intelligence

Content management
9 Content hub (Preview)
& Repositories (Preview)

B Community

Configuration

R
s== Data connectors

| <«

The Data connectors page, accessible from the Microsoft Sentinel
navigation menu, shows the full list of connectors that Microsoft

Sentinel provides, and their status. Select the connector you want to
connect, and then select Open connector page. You'll need to have fulfilled

all the prerequisites, and you'll see complete instruction

,O\'j Guides & Feedback O Refresh

we 122

Connectors

o 0 ﬂl More content at

Connected Content hub

| R Search by name or provider |

Providers : All Data Types : All

Status T

Connector name T,

Juniper SRX (Preview)
Juniper /

Microsoft 365 Defender (Preview)
Microsoft

Microsoft 365 Insider Risk Management (Preview)
Microsoft

Microsoft Defender for Cloud
Microsoft

Microsoft Defender for Cloud Apps
Microsoft

Microsoft Defender for Endpoint
Microsoft

Rirracnft Nafandar far ldantite

Status : All

-

E® Microsoft 365 Defender (Preview)

Not connected 2% Microsoft @© --
Status Provider Last Log Received

Description

Microsoft 365 Defender is a unified, natively integrated, pre- and
post-breach enterprise defense suite that protects endpoint,
identity, email, and applications and helps you detect, prevent,
investigate, and automatically respond to sophisticated threats.

Microsoft 365 Defender suite includes:
+ Microsoft Defender for Endpoint
+ Microsoft Defender for Identity
s Microsoft Defender for Office 365

« Microsoft Defender for Cloud Apps
+ Microsoft Defender Alert Evidence

Last data received

Related content /

Open connector page



Home > Microsort >entinel > Aad Microsott Sentinel to a workspace > Microsott >entinel >

Microsoft 365 Defender (Preview)

<«
[ | |

u Microsoft 365 Defender (Preview)
Mot connected % Microsoft (D) --
Status Provider Last Log Received
Description

Microsoft 365 Defender is a unified, natively integrated, pre- and post-
breach enterprise defense suite that protects endpoint, identity, email,
and applications and helps you detect, prevent, investigate, and
automatically respond to sophisticated threats.

Microsoft 365 Defender suite includes:

* Microsoft Defender for Endpoint

* Microsoft Defender for Identity

* Microsoft Defender for Office 365
* Microsoft Defender for Cloud Apps
* Microsoft Defender Alert Evidence

Last data received

Related content

al 1 & 4 & 32
Workbooks Queries Analytics rules templates
Data received Go to log analytics
100 M Incidents -

Instructions

Next steps

E Prerequisites

\

To integrate with Microsoft 365 Defender (Preview) make sure you have:

v Workspace: read and write permissions.
v Tenant Permissions: 'Global Administrator’ or ‘Security Administrator’ on the workspace's tenant.

@ License: M365 ES5, M365 A5 or any other Microsoft 365 Defender eligible license.
Right away you can see that | don’t have one of the prerequisites to

work with Microsoft 365 Defender Preview
Active products in your environment

Defender for Endpoint

Configuration

Connect incidents & alerts
Connect Microsoft 365 Defender incidents to your Microsoft Sentinel. Incidents will appear in the incidents queue.



Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel >

Microsoft 365 Defender (Preview)

u Microsoft 365 Defender (Preview)
Not connected 3% Microsoft © --
Status Provider Last Log Received
Description

Microsoft 365 Defender is a unified, natively integrated, pre- and post-
breach enterprise defense suite that protects endpoint, identity, email,
and applications and helps you detect, prevent, investigate, and
automatically respond to sophisticated threats.

Microsoft 365 Defender suite includes:

Microsoft Defender for Endpoint
Microsoft Defender for Identity
Microsoft Defender for Office 365
Microsoft Defender for Cloud Apps
* Microsoft Defender Alert Evidence

Last data received

Related content

a1 “ 4 4 32
Workbooks ~ Queries Analytics rules templates
Data received Go to log analytics

100 M Incidents

Instructions  Next steps Scrolling down the page | can click on
connect incidents & alerts. The connect logs
are listed.

- X Configuration

Connect incidents & alerts
Connect Microsoft 365 @efender incidents to your Microsoft Sentinel. Incidents will appear in the incidents queue.

Connect incidents & alerts Turn off all Microsoft incident creation rules for these products. Recommended. ©

Connect events
Connect logs from the following Microsoft 365 Defender products to Sentinel:

Microsoft Defender for Endpoint (0/10 connected) ©

D Name Description

D Devicelnfo Machine information (including OS information)



Home > Microsott Sentinel > Add Microsott Sentinel to a workspace > Microsoft Sentinel > o Connected successfully

Microsoft 365 Defender (Preview)

L4

=. Microsoft 365 Defender (Preview)

lot connected 3 Microsoft @ --
tatus Provider Last Log Received
escription

licrosoft 365 Defender is a unified, natively integrated, pre- and post-
reach enterprise defense suite that protects endpoint, identity, email,
nd applications and helps you detect, prevent, investigate, and
utomatically respond to sophisticated threats.

ficrosoft 365 Defender suite includes:

* Microsoft Defender for Endpoint

* Microsoft Defender for Identity

* Microsoft Defender for Office 365
* Microsoft Defender for Cloud Apps
® Microsoft Defender Alert Evidence

ast data received

elated content

d 1 & 4 4 32
Vorkbooks Queries Analytics rules templates
)ata received Go to log analytics

100 M Incidents -

Successfully connected 'Microsoft 365 Defender.

Instructions  Next steps

x Configuration

Connect incidents & alerts

Connect Microsoft 365 Defender incidents to your Microsoft Sentinel. Incidents will appear in the incidents queue.

Connect events

Connect logs from the following Microsoft 365 Defender products to Sentinel:

Microsoft Defender for Endpoint (0/10 connected) ©

D Name Description

D Devicelnfo Machine infoarmation (including OS information)
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‘/O Search (Ctrl+/)

‘ 54

Threat management
s Incidents

‘ Workbooks

€ Hunting

§ Notebooks

«" Entity behavior

&) Threat intelligence

Content management
4 Content hub (Preview)
& Repositories (Preview)

2 Community

Configuration
558 Data connectors
@ Analytics
[ Watchlist

o Automation

£ Settings

s

== Microsoft Sentinel | Data connectors

BE ceected workspace: ‘sentinelws’

,0? Guides & Feedback O Refresh

e 122

Connectors

Open the connector page.

Connected

‘ 2 Search by name or provider ‘

Status T

Connector name T

Microsoft Defender for Cloud Apps
Microsoft

Microsoft Defender for Endpoint
Microsoft

Microso
Microsoft

efender for Identity

Microsoft Defender for loT (Preview)
Microsoft

Microsoft Defender for Office 365 (Preview)
Microsoft

Microsoft PowerBI (Preview)
Micrasoft

More content at
Content hub

Providers : All

Data Types : All

Status : All

-

Since | don’t have the license needed to Microsoft 365 Defender Preview,
| will select another collector, Microsoft Defender for Identity and

B"  Microsoft Defender for Identity

Connected #% Microsoft @ --
Status Provider Last Log Receivs
Description

Connect Microsoft Defender for Identity to gain visibility into the
events and user analytics. Microsoft Defender for Identity
identifies, detects, and helps you investigate advanced threats,
compromised identities, and malicious insider actions directed at
your arganization. Microsoft Defender for Identity enables SecOg
analysts and security professionals struggling to detect advanced
attacks in hybrid environments to:

+ Monitor users, entity behavior, and activities with learning-
based analytics

» Protect user identities and credentials stored in Active
Directory

» |dentify and investigate suspicious user activities and
advanced attacks throughout the kill chain

+ Providgpclear incident information on a simple timeline for
fast fflage

Open connector page



Microsoft Defender for Identity

<

=. Microsoft Defender for Identity Instructions  Next steps
Not connected % Microsoft @ --
Status Provider Last Log Received . .
N X Configuration
Description

. . e Connect Microsoft Defender for Identity to Microsoft Sentinel
Connect Microsoft Defender for Identity to gain visibility into the events

and user analytics. Microsoft Defender for Identity identifies, detects If your tenant is running Microsoft Defender for Identity in Microsoft Defender for Cloud Apps, connect here to stream your Microsoft Defender

and helps you investigate advanced threats, compromised identities, Identity alerts into Microsoft Sentinel
and malicious insider actions directed at your organization. Microsoft
Defender for Identity enables SecOp analysts and security professionals In order to integrate with Microsoft Defender for |dentity alerts, use global administrator, or security administrator permission.

struggling to detect advanced attacks in hybrid environments to:

e Monitor users, entity behavior, and activities with learning-based Yes, | have connected Microsoft Defendey/or Identity to Microsoft Defender for Cloud Apps

analytics . ,
. Protit user identities and credentials stored in Active Directory Microsoft Defender for Identity
* |dentify and investigate suspicious user activities and advanced
attacks throughout the kill chain o Microsoft Defender for Identity alerts are connected through the Microsoft 365 Defender connector and automatically grouped into incidents. Incidents can be see
* Provide clear incident information on a simple timeline for fast in the incidents queue.
triage
Try now =

Deploy now >

Last data received Create incidents - Recommended!

Eb

Create incidents automatically from all alerts generated in this connected service. m

Related content

- n A 9 & e



Home > Microsoft Sentinel > Microsoft Sentinel >

Microsoft Defender for Identity

<«

=. Microsoft Defender for Identity
Connected 3% Microsoft ® --
Status Provider Last Log Received
Description

Connect Microsoft Defender for Identity to gain visibility into the events
and user analytics. Microsoft Defender for Identity identifies, detects,
and helps you investigate advanced threats, compromised identities,
and malicious insider actions directed at your organization. Microsoft
Defender for Identity enables SecOp analysts and security professionals
struggling to detect advanced attacks in hybrid environments to:

¢ Monitor users, entity behavior, and activities with learning-based
analytics

* Protect user identities and credentials stored in Active Directory

¢ |dentify and investigate suspicious user activities and advanced
attacks throughout the kill chain

¢ Provide clear incident information on a simple timeline for fast
triage

Try now >
Deploy now =

Last data received

Related content
all A L =~

13

Instructions

L )

Eb

@ Connected successfully

Successfully connected 'Microsoft Defender for Identity".

Read the instructions carefully

Next steps

Connect Microsoft Defender for Identity to Microsoft Sentinel
If your tenant is running Microsoft Defender for Identity in Microsoft Defender for Cloud Apps, connect here to stream your Microsoft Defender for
Identity alerts into Microsoft Sentinel

In order to integrate with Microsoft Defender for Identity alerts, use global administrator, or security administrator permission.

Yes, | have connected Microsoft Defender for Identity to Microsoft Defender for Cloud Apps

Microsoft Defender for Identity m

0 Microsoft Defender for Identity alerts are connected through the Microsoft 365 Defender connector and automatically grouped into incidents. Incidents can be seen
in the incidents queue.

Create incidents - Recommended! /
Create incidents automatically from all alerts generated in this connected service. m
@ Microsoft incident creation rule X

Microsoft incident creation rule added succesfully

Select Enable to create incidents from alerts



Home > Microsoft Sentinel > Microsoft Sentinel >

Microsoft Defender for Identity

=. Microsoft Defender for Identity
Connected 3% Microsoft @© --
Status Provider Last Log Received
ao ) 2 -1
Workbooks Queries Analytics rules templates

Data received
100

Go to log analytics

80
60
40
20

0

February 17
Total data received

0

Data types
» SecurityAlert (AATP) --

February 19 February 21

<«

Instructions

Next steps
t(/)) Query samples (2)

All logs

On this page you can click on go to log analytics or you can go back to the menu and select
Analytics

SecurityAlert | where ProductName == "Azure Advanced Threat Protection” | summarize arg_max(TimeGenerated, *) by SystemAlertld

| sort by TimeGenerated

Run

Summarize by operation

SecurityAlert | where ProductName == "Azure Advanced Threat Protection” | summarize arg_max(TimeGenerated, *) by SystemAlertld

| summarize count() by TimeGenerated
| sort by TimeGenerated

Run

£ Relevant analytics templates (1)

Severity Ty Name T

I High

4

Create incidents based on Microsoft D...

Rule type Ty

- Microsoft Secur...

Data sources

Microsoft Defender ...

Tactics

Go to analytics templates >

Tech



=== Microsoft Sentinel | Data connectors

aEs Selected waorkspace: 'workspacesentinel’

‘/D Search (Ctrl+/)

| L

Threat management
& Incidents

‘ Workbooks

& Hunting

& Notebooks

«" Entity behavior

&) Threat intelligence

Content management
9 Content hub (Preview)
& Repositories (Preview)

& Community

Configuration

EER
s== Data connectors

F Y

,0? Guides & Feedback O Refresh

1] 122 o 1 ﬂl More content at

Connectors Connected Content hub

2 office 365| * Providers : All Data Types : All
Status T Connector name T,

1| Microsoft Defender for Office 365 (Preview)
Microsoft

1 Office 365/
Microsoft

Let us take a look at an office 365 data connector

Status : All



L

] Office 365 Instructions  Next steps

it connected +¥ Microsoft D --
tus Provider Last Log Received | prerequisites
scription To integrate with Office 365 make sure you have:

= Office 365 activity log connector provides insight into ongoing user
ivities. You will get details of operations such as file downloads,

‘ess requests sent, changes to group events, set-mailbox and details
the user who performed the actions. By connecting Office 365 logs

o Microsoft Sentinel you can use this data to view dashboards, create
itom alerts, and improve your investigation process.

v Workspace: read and write permissions.

v Tenant Permissions: ‘Global Administrator' or 'Security Administrator' on the workspace's tenant.

it data received

x Configuration
ated content

| 5 & 3 & 35 Connect Office 365 activity logs to your Microsoft Sentinel.

wkbooks  Queries Analytics rules templates Select the record types you want to collect from your tenant and click Apply Changes.

D Exchange

ta received Go to log analytics
o M SharePoint [ ] sharePoint
=0 M Exchange D Teams
60 M Teams
Apply Changes
40

- We are going to select all the boxes and
Click on Apply changes



E Prerequisites

To integrate with Office 365 make sure you have:

v Workspace: read and write permissions.

v Tenant Permissions: 'Global Administrator' or 'Security Administrator' on

X Configuration

Connect Office 365 activity logs to your Microsoft Sentinel.
Select the record types you want to collect from your tenant and click Apply C

Exchange

SharePoint

- / @ Success
Successfully applied changes
Apply Changes



Home » MICrosort >entinel » WICrosott >entinel

Microsoft Sentinel | News & guides

Selected workspace: ‘'workspacesentinel’

je. Eearch (Ctrl+/)

<« I__/l_ﬂ Documentation

Threat management

#s Incidents
‘ Workbooks
€ Hunting
& MNotebooks

" Entity behavior

&) Threat intelligence

Content management
Y Centent hub (Preview)
& Repositories (Preview)

i Community

Configuration

§2 Data connectors
& Analytics /
B watchlist

6 Automation

e Settings

“ What's new Get started Free trial

Once we have added data connectors and data begins fllowing into the
Workspace, the next thing we need to do is to analyze the data. We need to run queries
across all of the data to find vulnerabilities. Under Configuration select Analytics.

Microsoft Sentinel

A cloud-native SIEM to help you focus on what matters most

Collect and analyze data from any source, cloud or on-premises, in any format, at cloud scale
With Al on your side, find, investigate, and respond to real threats in minutes, with built-in
knowledge and intelligence from decades of Microsaft security experience.

== 1. Collect data -

[ |

u 2. Create security &

| (+] : Y
Collect data at cloud scale across ?

. . Focus on what's impo
the enterprise, both on-premises

, , analytics to create alel
and in multiple clouds

| Create ‘
Cnnneart _



There are 47 rules active

& 47

Active rules

Rules by severity
|

0 High (2) Medium (0)

Active rules  Rule templates

‘ O Search

T Add filter

E] Severity T
] I High

] I High
Informational
Informational
Informational
Informational
Informational

Infarmatinnal

S O00ggot

T) MName T

Advanced Multistage Attack Detection

Create incidents based on Microsoft Defender f...

(Preview) Anomalous Account Creation
(Preview) Anomalous Account Deletion
{Preview) Anomalous Azure AD sign-in sessions
{Preview) Anomalous Azure operations
(Preview) Anomalous Code Execution

{Praviewl Annmalnins Failed Sian-in

< Previous Page of 1 Next =

Low (0)

Rule type T

@

AP

Fusion

Microsoft Secur...
Ancomaly
Ancomaly
Ancomaly
Ancomaly

Ancomaly

Anomaly

Informational (45)

Status T Tactics
() Enabled -
) Enabled

() Enabled @r
() Enabled Mo
) Enabled [ = O
) Enabled [ = O
() Enabled o E
(") Enahled -



If we select Rule templates, we will see that Microsoft provides us with a number of templates that we can select from. For
Example we could-select user login from different countried within 3 hours

& 47

Rules by severity

.

Active rules 1 High (2) Medium (0)
Active rules  Rule templates

| O Search +v Add filter
Severity T Name T

I High TEARDROP memory-only dropper

I High Exchange SSRF Autodiscover ProxyShell - Det...
I High Alsid Password Guessing \

I High User login from different countries within 3 h...
I High Authentication Methods Changed for Privileg...
I High SUNBURST and SUPERNOVA backdoor hashe...
I High Solorigate Named Pipe
I Hirth A7iire VM Run Command nneratinn eveciitacd

Previou Page‘ 1 N ‘of Q | Mext =

Rule type TJ
(O scheduled
(O scheduled
O scheduled
(Y Scheduled
(O scheduled
(O scheduled

(O scheduled

(O <rhodulad

Low (0)

Data sources
Microsoft 365 Defender (Prev...
Azure Monitor (11S)

Alsid for Active Directory (Pre...

Azure Active Directory

+1 O

Security Events via Leg...

A7iire Activity

Informational (45)

Tactics
. G
Bl ni
¥ Cr
Bl ini
I Pe
$ ¢
‘> 4

o W
»

-

LEARN MORE
About analytics rules CF

® User login from different countries within 3 hours (.

High Scheduled
Severity Rule Type
v B phitial Access (1
Rule query
let timeframe = ago(3h);

let threshold
imaAuthentication

| where TimeGenerated > timeframe
| where EventType=="Logon' and
EventResult=="Success’

I tdhminn S mmndmmmnmde s F e m o m ™ m st e s b

25

ﬁ Note;

+ You haven't used this template yet; You can use it to
create analytics rules.



Home > Microsoft Sentinel > Microsoft Sentinel >

Analytics rule wizard - Create new rule from template

User login from different countries within 3 hours (Uses Authentication Normalization)

L J
General  Setrulelogic  Incident settings (Preview) Automated response  Review and create

Create an analytics rule that will run on your data to detect threats.

Analytics rule details

Name *

| User login from different countries within 3 hours (Uses Authentication Normalizat...

Description

rY

This query searches for successful user logins from different countries within 3
hours.
To use this analytics rule, make sure you have deployed the [ASIM normalization

Tactics and techniques

| Kl nitial Access v |
Severity

| IHigh N |
Status

(@D oisebled )

Next : Set rule logic >

Click on Next: Set rule logic



Analytics rule wizard - Create new rule from template

User login from different countries within 3 hours (Uses Authentication Normalization)

Query scheduling

Run query every *

| 3 ‘ ‘ Hours

Lookup data from the last * (D

| 3 ‘ ‘ Hours
Alert threshold
Generate alert when number of query results *

Is greater than N ‘ ‘ 0

Event grouping

Configure how rule query results are grouped into alerts

@ Group all events into a single alert

O Trigger an alert for each event
Suppression

Stop running query after alert is generated (@

-’ \u

/

Next : Incident settings (Preview) >




Analytics rule wizard - Create new rule from template -

User login from different countries within 3 hours (Uses Authentication Normalization)

-
General Set rule logic Incident settings (Preview) Automated response Review and create

Incident settings
Microsoft Sentinel alerts can be grouped together into an Incident that should be looked into.
You can set whether the alerts that are triggered by this analytics rule should generate incidents.

Create incidents from alerts triggered by this analytics rule

- - ™
[ Enabled Disabled )
e >

Alert grouping
Set how the alerts that are triggered by this analytics rule, are grouped into incidents.
Grouping alerts into incidents provides the context you need to respond and reduces the noise from single alerts.

Group related alerts, triggered by this analytics rule, into incidents

g = ™~
'.\_Enabled Dlsabled

Limit the group to alerts created within the selected time frame

5 Hours

Group alerts triggered by this analytics rule into a single incident by
Grouping alerts into a single incident if all the entities match (recommended)
Grouping all alerts triggered by this rule into a single incident
Grouping alerts into a single incident if the selected entity types and details

Select entities v

Select details o

A Entity-based alert grouping can make use only of entities mapped using the new version, if any exist.
Entities mapped with the old version {that appear in the guery code) will be available for grouping enly if there are no mappings defined using the new version.

Re-open closed matching incidents

./- — . -\.
[ Enabled Disabled )
e A

Next : Automated response >




Home » WICFOSOTL Sentinel » IVIICTOSOTT >entnel »

Analytics rule wizard - Create new rule from template

User login from different countries within 3 hours (Uses Authentication Normalization)

[}
General  Setrulelogic  Incident settings (Preview) Automated response  Review and create

Alert automation

Select playbooks to run when a new alert is generated from this analytics rule. The playbocks will receive the alert as their input. Only playbooks configured

with the alert trigger can be selected.

0 selected N .
— We can select a previously prepared playbook or we can add

Name A new playbook. Status
Playbooks in Microsoft Sentinel are based on workflows built in Azure

Logic Apps, a cloud service that helps you schedule, automate, and
orchestrate tasks and workflows across systems throughout the
enterprise.

No playbooks selected

Incident automation (preview)

View all automation rules that will be triggered by this analytics rule and create new automation rules. The automation rule will receive the incident as its

input, as will any playbooks called by the automation rule. Only playbooks configured with the incident trigger can be called by automation rules.

+ Add new

Order Automation rule name Action



.
General  Set rule logic

Analytics rule details

MName
Description

Tactics and techniques
Severity

Status

Analytics rule settings

Rule query

Previous Create

Incident settings (Preview) Automated response Review and create

User login from different countries within 3 hours (Uses Authentication Normalization)
This query searches for successful user logins from different countries within 3 hours. To use this analytics rule, make sure you have deployed the ASIM normalization parsers

B nitial Access

f High

() Enabled

let timeframe = ago(3h);

let threshold = 2;

imAuthentication

| where TimeGenerated > timeframe

| where EventType=="Logon’ and EventResult=="Success'

| where isnotempty(SrcGeoCountry)

| summarize StartTime = min(TimeGenerated), EndTime = max(TimeGenerated), Vendors=make_set(EventVendor), Products=make_set(EventProduct)
, NumOfCountries = dcount(SrcGeoCountry)

This query will run at the scheduled time across the data
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Click the down arrow to the right of Assigned and select Assign to me the select

Apply

e Sentinel
Incident
refresh €8 Create automation rule (Preview)

2. Global Admin Access
B ncident ID: 31639

& Unassigned v‘ New v 0 High v
et
g ] Unassign Incident
!
¥ teess’ was triggered by ‘Robert
¢ o ASSign to me
P mindcaops3,

01 R o

ene Alent lo0kmarks

Last ypdate time Creation time

04/14/21, 0610 PM 0414721, 0610 PM
Tactics (0)

Entities (3)

Validating..

Timeline (Preview)

Timeline content : Al

Global Admin Access

High | Detected by Microsoft C

amre @ I

Sevenity : All Tactics : All

No selected items

Please select an item from the timeline to view more
details




Under New Status click on Active

Dashboard > Azure Sentinel > Azure Sentinel »

Incident X
Incident 1D 3639

() refresh €% Create automation rule (Preview)

Global Admin Access “ Timeline (Preview)  Alerts  Bookmarks  Entities  Comments
Incident 1D: 3639
[ £ search | Timeline content : Al Severity : Al Tactics : Al
A RobertCra... v ' New v 0 High v
Owner Status Seventy
- -
* apeie @ | Global Admin Access

Dascripion 11 New y Migh | Detected by Microsoft Cloud App Security | Tactics: -
Actiity polkcy Globel ‘ 610 PM oh| by urity |
Crane’ ve
Alert product names
¢ Microsoft Cloud A \
Gidense [ onty | N
W~ NAD @ \ |
evens |

iastimone v Otiken\ine.. s i Please select an item from the timeline to view more




On the left view a summary of what’s going on. Click on global Admin Access in the middle pane then view information

About Global Admin access in the right pane.

Dashboard Azure Sentinel Azure Sentine

Incident

cdent 1D 363

Refresh €% Create automation rule (Preview)

Timeline (Preview) Alerts Bookmarks Entities Comments

L Global Admin Access

B ncident 1D: 3639
Timeline content : AN

carcth
& Robert Cra.. v O Active v 0 High v
ne Staty Sevent
e PRI | Global Admin Access
. ve 6:10 P\ High | Detected by Microsoft Cloud App Security | Tactics
aa MminDcaop
B 20.94.203.164 /
&, Microsoft Tea,
w Tull detans
don t
eroe
Anaiytxcs rule
Craate incidents UIN Microsoft Cloud App Security ale

hitps://portal azure.com/ #asset/Microsolt_Azure Sec.. [y

Seventy : All Tactics : All

o Global Admin Access

Yecunty

Entihe

& acgmmecacp
B 2094203164

&, Microsoft Tea

Syitem alert IL

Sedefcld-27c-18b5-3

Time generated

04/14/21, 06:10 PM

Start ime
04714/21, 0610 PM

Alert hnk

Ryle name
Updates
0 Q

End time

04/14/27, 0610 PM



Select Alerts and view the Alert below

Dashboard > Azure Sentinel > Azure Sentinel >

Incident - X
Incident 1D 3639

() Refresh €8 Create automation rule (Preview)

Incident 1D: 3639 ”
£ Search | severity: AN
A Robert Cra... v & Active Vv @ High v
Owner Status Seventy
o Severity Ty Alert name Ty Alert status Ty AlertID *y Product name Ty Events Ty
Analytcs rule i
Create Incidents based on Microsoft Cloud App Security ale... ‘ l High Global Admin Access  New Sede8c2d-217¢+18b5-.. Microsoft Cloud App S... N/A
‘ — '

Tags




Selecting Entities shows the email address or account that caused the incident and you can see that

It is generated from Microsoft teams
Dashboard > Azure Sentinel > Azure Sentinel >

Incident - X
Incident 1D 3639

() Refresh € Create automation rule (Preview)

Global Admin Access “ Timeline (Preview)  Alerts  Bookmarks  Entities  Comments ‘
Incident 1D; 3639 7‘
& Robert Cra... v < Active v © High g View entities full details here
Ownet Status Severity
o | P Search | Entities: All
Analytics rule !
Create incidents based on Microsoft Cloud App Security ale... p— —
Togs admin@ciaops365.com & Account
+
20.94.203.164 e

Microsoft VS &, Cloud Application




We can now select Investigate

Dashboard > Azure Sentinel > Azure Sentinel >

Incident X
Incident 1D 3639

() Rrefresh €% Create automation rule (Preview)

Incident 1D; 3639 i
A Robert Cra...\ & Active v @ High « | View entities full details here
Owner Status Severity
- £ Search ] Entities ”
Analytics rule :
Create incidents based on Microsoft Cloud App Security ale... a4y et
Togs admin@ciaops365.com B Accomt
+

20.94.203.164 -




Here we see an investigation graph. We can click on the last incident to find out more. We can also click on the name
to view more information

Dashboard Azure Sentinel

Investigation

a Global Admin Access
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E3

v
Timeline



Once the investigation is finished we can click on closed under Active Status, select Benign for the classification

Dashboard > Azure Sentinel > Azure Sentinel >

Incident X
Incident 1D 3639
() refresh € Create astomation rule (Preview)
Global Admin Access o Timeline (me) Alerts Bookmarks Entities Comments
Incident 1D: 3639
|2 Search | Timeline content : Al Severity : All Tactics : Al
& Robert Cra... v O Active Vv @ High v
Owner Status Seventy
r »
Analytics rule T ;0 A @ | Global Admin Access @ Global Admin Access
Create incidents bas|  Suus Sy 0SS ol Mo O fr bty et = -
. - -
Tags 31 New . Entities (3) Toctics (0)
+ O Active & adminGciacp.. .
© Closed B 20.94.203.164
Incident link &,  Microsoft Tea...
| httpsy/portal.azurs | select classification A | o i S
TIUR POSKVE = fipicious Sctiviy Sedelc2d-AMTc- 180831 o
B L Benign Aysitive - suspicious but expected =
generated Updates
False incorrect alert logic 04/14/21, 06:10 PM 0@

False Positive - inaccurate data




We could then work through each of the recent incidents.

Dashboard > Azure Sentinel »

Q Azure Sentinel | Overview - X
Selected workspace: ‘caops’

| £ search (Ctrl+)) | « O refresh © Last 24 hours
General -
Q@ Overview Beots Alerts lnckdents Mew (9)] Active (0) §Ciosed (True Poutive) (0) | Cloned (Faise Positive) (0)
® Logs
& News & guides Events and alerts over time
fverts Alerts ALERTS Recent incidents
Threat management l
0
& incidents e 1 High Global Admin
M Workbooks o . w0 onsAnCL High Global Admin
© Hunting > 378 Medium Failed logins fr
0
b Low Logon from an
N
@ Notebooks - I AZUREMETRICS
o' Entity behavior 290 Low Logon from arn
iy —
g
i



Step 1: Select Data connectors to bring data in Microsoft Sentinel
Step 2: Analytics — the queries that run across that data on a a regular basis
Step 3: The Overview that shows the incidents that we need to go in and investigate






