
Microsoft Sentinel





Microsoft Sentinel provides the ability to collect , detect, investigate 
and respond to threats, incidents and risks that can occur against a 
organization.  

Microsoft Sentinel provides a cloud based Security, Information, 
Events Management solution (SIEM).  It gives us the collect and 
analyze logs from a variety of sources – on-premise, in the clould 
..anywhere we can imagine.  

Life cycle – Collect, Investigate, Detect, Respond.

Collect from cloud infrastructure, collect from on premise, collect 
across different cloud infrastructors with the use of artificial 
intelllience and machine learning.



Access Microsoft Sentinel from Azure Services



Select Create Microsoft Sentine;



Microsoft Sentinel needs a workspace to store all the data it collects, so if you don’t
already have a Workspace you need to click on Create a new workspace

Microsoft Sentinel provides intelligent security analytics 

across your enterprise. The data for this analysis is stored 

in an Azure Monitor Log Analytics workspace.



While creating the workspace
You need to create a 
Resource group.

What is Resource Group in Azure portal?
Resource groups are also called the 
central unit that acts like a logical 
container that holds all the Azure 
resources. You need a Resource 
Group to be created while creating 
any of the resources in Azure Portal.



You also have to supply the
Instance name and region



Click on Create to create the workspace



Click on Add to add Microsoft Sentinel to a workspace



Under configuration select data connectors



The Data connectors page, accessible from the Microsoft Sentinel 

navigation menu, shows the full list of connectors that Microsoft 

Sentinel provides, and their status. Select the connector you want to 

connect, and then select Open connector page. You'll need to have fulfilled 
all the prerequisites, and you'll see complete instruction



Right away you can see that I don’t have one of the prerequisites to
work with Microsoft 365 Defender Preview



Scrolling down the page I can click on 
connect incidents & alerts.  The connect logs 
are listed.





Since I don’t have the license needed to Microsoft 365 Defender Preview,
I will select another collector, Microsoft Defender for Identity and
Open the connector page. 





Read the instructions carefully

Select Enable to create incidents from alerts



On this page you can click on go to log analytics or you can go back to the menu and select
Analytics 



Let us take a look at an office 365 data connector



We are going to select all the boxes and
Click on Apply changes





Once we have added data connectors and data begins fllowing into the 
Workspace, the next thing we need to do is to analyze the data. We need to run queries
across all of the data to find vulnerabilities. Under Configuration select Analytics.  



There are 47 rules active



If we select Rule templates, we will see that Microsoft provides us with a number of templates that we can select from.  For
Example we could select user login from different countried within 3 hours 



Click on Next: Set rule logic







We can select a previously prepared playbook or we  can add
A new playbook.
Playbooks in Microsoft Sentinel are based on workflows built in Azure
Logic Apps, a cloud service that helps you schedule, automate, and
orchestrate tasks and workflows across systems throughout the 

enterprise.



This query will run at the scheduled time across the data



Once we have data it will begin showing up in overview

Under recent incidents seleclt Global Admin Access 



Click the down arrow to the right of Assigned and select Assign to me the select 
Apply 



Under New Status click on Active



On the left view a summary of what’s going on.  Click on global Admin Access in the middle pane then view information
About Global Admin access in the right pane.



Select Alerts and view the Alert below



Selecting Entities shows the email address or account that caused the incident and you can see that
It is generated from Microsoft teams  



We can now select Investigate



Here we see an investigation graph.  We can click on the last incident to find out more.  We can also click on the name
to view more information



Once the investigation is finished we can click on closed under Active Status, select Benign for the classification



We could then work through each of the recent incidents.



Step 1:  Select Data connectors to bring data in Microsoft Sentinel
Step 2:  Analytics – the queries that run across that data on a a regular basis
Step 3:  The Overview that shows the incidents that we need to go in and investigate




